At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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On Android phones, restricting access to particular apps usually requires going onto Google'Play. kromithere;its fairly easyito
havigate your way through the setlings lo/manage the parental controls andauthentications relating lo'any appsionithe device: Ihese
features can prevent your: child from downloading or buying anything unsuitable for their age. Updated versions of appsior games
that'your child has already installed may occasionally contain somethinginappropriate, so we ve explained how'to stop'those; too.

' & Parental controls

Parental controls are on

Set content restrictions
Set a restriction for each type of content

Apps & games

Teen

Movies
Allow all, including unrated

TV

Allow all, including unrated

Books
Allow all

Music
Restrictions on

\L How to Block App Downloads \‘L,
(This Also Disables In-app Purchases):

v.
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Open Google Play Store

Tap the profile icon in the
top right

Tap Settings

Scroll down to the Family section |
and tap Parental controls
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Toggle ‘Parental controls are off’ g} OFF

to ‘Parental controls are on’ ong

Create a PIN and tap OK &

Confirm your PIN and tap

OK again

Tap Apps & Games )

Set the age limit you wish to set

Tap Save to apply your changes gy
=

www.nhationalonlinesafety.com

Y @natonlinesafety

Auto Update Apps

Kumail@NOS
Over any network

Data charges may apply

Q Over Wi-Fi only

@ Don't auto-update apps

Manage Settings Ce

Location - Updated 3 min ago

X How to Stop Restricting Apps Through
x_J Auto-updates O % Google Family Link @
Open Google Play Store P 0 Open Google Play Family Link  ~ »

for parents
Tap the profile icon in the
top right Tap the three horizontal lines in

the top left

Tap Settings

Select your child’s account

Tap Auto-Update Apps

Tap Manage
Select ‘Don’t auto-update apps’

and then tap Done
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Tap Controls on Google Play

qu Apps & Games

Select the age limit you wish

to set
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 22.09.2021



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
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amesﬁﬂl s blockingiilunes or App Store purchases if you wish.

feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Appleidevicesiconme uﬂh puilt=in Ireadg available: Mail, Facelime and Safari, for example.
Youlcanialso mﬂﬂﬂ];)d}?.ﬁ? he fez r esiniGame Centre to enhance your child's safety and privacy when
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7252 al
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|G OW to‘Set up
- M ‘
Howeversgou canichoose whichiapps mtures appear. on your child’s device and which ones don't.
< settings Privacy ‘ J < Settings Game Center | i

Screen Time
GAME INVITES SCREEN TIME Today at 9:23 P

Location Services L . Q Oscar’s iPhone

ui Contact Allow Invites
LY ontacits

5h 7/m
— Calendars Nearby Players C)

Social Networ... Productivity Reading & Reference
2h 11m 42m

Reminders Allow friends to invite you to play games.
i Allow nearby Game Center players to find
% Photos and invite you to multiple games over

Wi-Fi or Bluetooth. Downtime
Bluetooth Sharing W .07 PM - 9:03 PM

GAME CENTER PROFILE

..’ Microphone - Limlits |
\ Set time limits for apps.
m Speech Recognition Oscar@NOS

Always Allowed
FRIEND RECOMMENDATIONS Choose apps you want at all times.

C tact :_ Content & PI’I‘H’EC'}I" Restrictions
ontacts & Block inappropriate ent.
7 HomeKit

7 Media & Apple Music Change Screen Time Passcode

5 Motion & Fithess

As applications request access to your data, they will be
added in the categories above.

As apphcatlons req uest access to yow somal accounts

B Howto Restrlct > How to Restrict How to Restrict iTunes 4
Built-in Apps/Features Game Centre & App Store Purchases

Q Open Settings , Q Open Settings - Q Open Settings -
¢ S 3
Tap Screen Time Tap Screen Time Tap Screen Time

Tap Content & Privacy @ Tap Content & Privacy @ Tap Content & Privacy @
Restrictions \ Restrictions ¢ Restrictions Y
Tap Allowed Apps (you may Tap Content Restrictions (you Tap iTunes & App Store 2
need to toggle this to ‘on’ at - may need to switch the toggle Purchases =

the top)

Enable or disable the apps you E Scroll down to Game Centre ;

wish to appear(or disappear)
on your child’s device

at the top to the ‘on’ position)

Select Allow or Don’t Allow for
each feature (you canalso @ofFf
lock these settings with a Qorf

password) oG

Choose between Allow, Don’t

oﬂo FF

Allow, or Allow with Friends o
Only in the settings foreach  @°°F th'l onal
feature oG Online

®
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Android Phone

jhesettingsionanAndroid devicediiowyouioSeteertainruiestone|psdiegudrdyourchld Sipnvacywhen they are using it.
ForexampiesyoucanturnoifiocationServicesStokeeptneiWhereduoutsipnvatepreventinird Sparty dpps and sites from
Viewing theirinformationsand StopappSIromAceessing BtherFuncuonsoithephonellikethe’cameraormicrophone, for.
example) AWe Ve produced StepEbysstepguidesonnowiotightenupamAnTroid PHone’s privacy settings.

€ Kumail's Pixel 3 XL

Device Location ‘

Location mode

€ App permissions

FOR KUMAIL

€ Parental settings

FOR KUMAIL

Controls on Google Play Calendar

Filters on Google Chrome Camera

\\

Contacts

@ High accuracy Filters on Google Search

Filters on YouTube Location

Battery saving Android apps Messages

Device only ‘ Location

Account Info

Microphone

Phone

SMS

Storage

How to manage o How {0 control aCCesSior: % BHOWILONNIaNace:
c - y A 2= O

location servicesh, = lihird=partyappsIant Siles SPPIPELMISSIONS

" 9 Sign in to your Google Families ,

account

Open the Google Family Link ap

Under ‘Members’, select your
child’s name

On the ‘Settings’ card, tap
‘Manage’ ) & Select ‘Account info’ and then

Select ‘Third-party apps with S 9 Below your child's device,
account access’ \ switch the permission off

o Tap ‘App permissions’ then ,
choose a permission =

AILETHIOLVE] YAy OUICANIMIUNAYEIRETTINSSIONSHOT;
INAIVIAUAIAPPSIREPEULSIEPSH AN EZAtTETIES

e Turn ‘Allow third-party args to
access XX account’ to off by

toggling the switch On the ‘Apps installed’ card,

. tap ‘More’

National ‘Allowed: list, tap the

5 . . o app you want to change the
To reactivate location services alllals permissions for
' ®

in future, repeat these steps
and turn ‘Device location’
back on
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Source: https://families.google.com/familylink/
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| PARENTAL CONTROLS
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The privacy settings on your child’'s Apple device give you control over the information stored on it. This allows you to
select which apps can access features and information on your child’s device: for example, you might wish to block a

social networking app from connecting to the camera reel, or specify which apps can use the device’s location data.

How to make changes
V o privacy settinggs ¢

You can block certain apps
from obtaining information
from your child’s device. You
can also prevent your child (or
anyone other than you) from
altering these settings.

q Open ‘Settings’ Q

Tap ‘Content & Priva
Restrictions’

2
Q Tap ‘Screen Time’ J

I
q Scroll to ‘Privacy’

c J
Choose the settings h
you wish to restrict )

changes, select ‘Use
Screen Time Passcode’
to lock your changes

L with a PIN 8

I

°
https://support.apple.com/en-gb/HT201304#set-restrictions

@ After you’'ve made any ]

237

£ Settings Privacy

Location Services

4] Contacts

=3 Calendars
Reminders

ﬁ Photos

Bluetooth Sharing

ﬂ Microphone

(! speech Recognition

@ camera
¥ Health
1 HomekKit
1 Media & Apple Music

E Maotion & Fitness

A applicatio |'|u|" st access to your data, they will ba

added n1h-= :|t cries above.

As applications request access to you
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b How to prevent changdes
to other settlngsl featdres

You can also stop changes being
made to the iPhone’s other
settings or features by anyone
but you. For example, you can
prevent your child from altering
their passcode, accounts or
mobile data settings.

GE Open ‘Settings’

o,

2 .
[ ] CE Tap ‘Screen Time'’

2 Tap ‘Content & Privacy )

Restrictions’

N\

1
Q Scroll to ‘Allow Changes’

J

N\

Select ‘Allow’ or ‘Don’t
v Allow’ on the settings
for which you wish to
® | enable ordisable
changes

r social accounts

Screen Time Passcode

Creata 3 passe
ocha 1
required to allow for hat will be

make changes tg

O Maore Ilmg or to

Screen Time
settings,

O 0 0 0
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